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Abstract: With the rapid evolution of network communication technologies, adversaries extensively leverage traffic
encryption techniques to conceal malicious behaviors. Consequently, the performance of traditional traffic analysis methods
based on port matching and deep packet inspection (DPI) has declined significantly, rendering network security defense
boundaries increasingly blurred. Although traffic classification methods based on deep learning and pre-training techniques
have made significant progress in extracting deep features of network traffic, existing studies predominantly adopt dense
Transformer architectures. These models necessitate the activation of all parameters during inference, resulting in a tight

coupling between computational cost and model scale, thereby incurring high inference latency and memory overhead. In
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the face of demands for high throughput and real-time detection in modern network environments, this computational effi-
ciency bottleneck tends to create critical defense vulnerabilities, severely constraining the deployment and application of
large-scale deep learning models in practical network defense scenarios. To effectively resolve the contradiction between
model capacity expansion and inference efficiency, this paper proposes Traffic-MoE, a sparse foundation model designed
specifically for heterogeneous traffic classification. This model not only follows the “pre-training and fine-tuning” para-
digm to address the challenge of labeled data scarcity in the security domain but also innovatively introduces a sparse mix-
ture-of-experts (MoE) architecture to achieve decoupled modeling of general protocol features and domain-specific behav-
iors. Specifically, we first design the Traffic2Token heterogeneous traffic representation method. Addressing the complex
cross-protocol and cross-device characteristics of raw traffic, this method integrates critical packet features with payloads
and utilizes bigram tokenization to construct fine-grained token sequences, effectively suppressing underlying noise interfer-
ence while preserving byte-level temporal dependencies. On this basis, we embed sparse MoE modules into the Transformer
architecture to replace traditional dense feed-forward networks (FFN). By leveraging a learnable gating network to imple-
ment a dynamic routing strategy, the model activates only the top-k most relevant specialized experts for each input traffic
token while retaining a shared expert to capture general protocol syntax, thereby significantly reducing inference overhead
while substantially expanding total model capacity. Leveraging a self-constructed unlabeled pre-training corpus containing
2 million session flows, the model learns the state transition logic of network protocols through an autoregressive “next-to-
ken prediction” task, subsequently requiring only lightweight supervised fine-tuning to rapidly adapt to downstream tasks.
To comprehensively evaluate model performance, we construct six typical downstream classification tasks across four au-
thoritative public datasets, covering diverse scenarios such as IoT (Internet of Things) attack detection, encrypted service
identification, and anonymous traffic analysis. Experimental results demonstrate that compared to existing state-of-the-art
baselines such as ET-BERT and NetGPT, Traffic-MoE exhibits superior generalization ability and robustness, with an aver-
age improvement of 8.44% in overall detection performance. Crucially, benefiting from the computational advantages
brought by the sparse activation mechanism, Traffic-MoE achieves a 37.45% increase in throughput, a 27.25% reduction in
inference latency, and a 27.04% decrease in peak GPU memory consumption compared to traditional dense architectures
with equivalent parameter scales, establishing a new paradigm for efficient network traffic analysis.

Keywords: traffic classification; foundation model; self-supervised pre-training; mixture-of-experts; network securi-
ty; traffic representation
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e Fac e BRI B AL AR X LB Be AR T
W5 G Token J 51 H 32 B Ry B} AR 25 4 o o0 1 6 2
TR ST B0 265 42 4 W A A 2 o, RIVASE AU ARG ) o G 2k 3R
SRR BB B AL A9 A5 B [ A A0S 33K 4 B 49
KA, Traffic-MoE K H] T — MR 2k AEET)
B
GE (- )2 TP S R BRECIR S H D e R™,
185 78 g S B 34 5 MR 2 3 — 4k (Root Mean Square
Layer Normalization , RMSNorm ) " 3§ ¥ [4: 57 ¥4 I Bt =2
] B Rp I RUBE 22 5, T4 e DIl A e v . Bl L oA
Y B BSOS ) i % 481 4n 5% A Ta) B B
B I A%, A K Tié 7 437 E ik A (Rotary Positional Em-
beddings , RoPE )" il A 71 3 ) WL A 55 . 5%
X7 4 % (absolute positional encoding) A [A] , RoPE
1 2o A T AR 2 ] R A ), AR O s
NAHXS AT AR S, L BEAS B 4 b W X AR K B A
TRk A& W O BERE I K FIELAE B VY 155
W

0"'=RoPE(RMSNorm (H"") - w()) (1)
K{"=RoPE(RMSNorm(H'""") - W) (2)
Vj(”:RMSNorm(H“'”) W (3)

Hof WD, e RO RS M SR . R T

8877 AL T 38 T AL BE 4% 4l 32 I Token 22 [ Y AH
X R AR RS, 30T TRl 5 o X6 B a7 " I G Y It
B (B, ar B ) BEAE WY 51 b AT L 0 el
ME) R E . Oy 1 B0 9 265 O 4 1) ) B3R, RIDR
) 35 9 KO0 B0 AN BE 2 W) 21 JinAL B R A B SR AL, A3
AT —=DTEHER T =AM Me R, N
i BTSSR

(k")
Ja,

m

0'"=Softmax v (4)

H , wi e R &t S B, H'D S v ] BRHOIR
Ao TR A B BE A i A 1 E A 55 A ReE
2T B L DT X X 28 PR sl (A IR 25 e 0 32 0 A
B

2.2.2 SERREHNESERE

TE 25 AR HE RS A 7 3 AR A B S o ] B3R
WA HO W5 A MoE 2 o 4% #E Transformer i@ 7 5% F
BAERIFEN, X T A S A BCE N [R)— 41 S 807 ik
PR OSRINT, 026 A0 o () B 6 5 3 A I ORI an 4%
B 3 25 M bR e 4R T X)) BN R SR A0 AT R A R
CUnpl e R e B9 s FR o B BB A S5
AL ), 15 B — 2 002 TR 25 Ak 350 70 b A8 R AN [ 1)
REA T ARHAR o T A A R 3 b S R 1) [ B 3k A
FHEL R AS 1 26 P K | Traffic-MoE {8 J i “ 4507
A “FRb L R AR A Mok 2B e T 6501
HAEFFN 2,

N T S FH B R R R S U AT N A A
ARSCBE T — R U AR AL . B, W AR HY
#EFF RMSNorm )4 —4k, 15 Z) = RMSNorm  H" ), B
Ji B4k H— 4k 5 B BRCIR S I el BN N R B £ 5K
HIFATALRE

(DA THE A BOE LR IEE L5 T4
ARFE A5 i i 3 s P AR AN AR B At 5 A B, AR S
B T — MM N L R E e SHBEE
L G T v e T A TR, 3R Ok S Y ] 4
BL , 1385 R A 90 7 30 FH 9 A T AR

0\)), .= Sigmoid (Z"'w, ) OF,,,..,(2")

Hrr,w, e RTZHFY
M ZEICR I IEIBH
(2) HF AL B4 i E AL ek T K. IR,
AT —MEENDI TR LTRKEE,). BT
LT Z R T . B 45 Bk e %
KN BTG LR o0 A, HE e B kA A 2 1) T Ok Ak
Y F A Token o 11540 S F0H 5 14 b AL SO
AT
S(”=SOftmax(Z(’)W*)

(7)
o] i, © Fon AL 7 ik 48 _E AT

(8)
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S\, e Top,(s!")

Si= (9)

0, otherwise

Hr, w.eR"Y ¥ AN B L Kk A=,
SDe RN fu & £ 5% % 4 4~ Token fY Logits, i
S e RTN J2 H i i vh A B, L Hh o4 T A AN 9B To-
ken , B2 AL AR B BT kA~ B R Y B% i1 A543, TH AR LK
YA B U D 00 X R B B AL AR AR T X T
A AR i Token , BB ARG 5 0 S DL e
B & R4 o Wbt o S B R BT A S K
e H 0 AR

o(sf))ecial: i‘g‘“e)OEe(z(”) (10)
e=1

Horh, §U 7R % R E, {8 A Token I ¥ % th AU , 7
O RRELE AT R . GBI E k< N, B RE
% 16 5 b TR 5 2 AT OE R A B A R 2 BB
B B S AH DG I S 825 T
N T HERB L KRR, WL ZAR LK
B2k 3T SwiGLU I TRt ik it . e A Z,
2 50 e Woe W 3 S e 5% 0 245 5030 2
/(I
E(Z)=(siLu(zw,.)o(2W,) Wi, (1D

Hovp, SiLU (- ) J2: Sigmoid £ 50T . [EARERAVZ, 3t
B R T R T R GEJE d'>> d VLTSS AR R 2k
o MU B W e RCRIW € R 5T
TR A % 2 DUV P /DN 4 v [ 20 B2 o /e LA P Al e R
Bl MSHONE (W,
ANV REAL e 52 2 18] A AR BT

MokE J2% Y e 2 th il 5 T ok 1B 3 2L S Bl
ANSRFAE AR 1 45010 52 00 TR A2 A, JF B8 I 2]
FR2ET T, XA BRI

H(l):ﬁ(l)+ (O(SLLred-’—o(si))ecial) (12>

DT 7 A A DI 0 4% ek A A0 Bk
SE L RN AL L RZINGEA R, ARG T R
BRI IR L0 W T BT LRBHENSR
THEUE G o Load!” 275 4 B 4IL Ik (batch) th 43
Fie 45 % 9% e ) Token L3l , Probl 7R & 5% e 7E % 4t
UCHR B SF- 2 B e AR R D 1R B B A R
H

dxi' i’><o[
eR *FIW, eRF ),

down

N
L) =N > Load!"- Prob!" (13)
e=1

L
Lo= 7 DLU (14)
=1

S BIARR L, R PTA LZE L SR K

EIE . AT R AR GO BB SR,
Toe RARASE TR 25 5 (1) 7 ROR) 2%, () R £ 5 s 7 41 2
R b o RS Mo 2R 48 76 1 2k By BE TR ZE N 4% T
LR BB, 15 A7 TF 8 A Ak xE BE A i3 n , 558
1o 3% Y AL RN AT O Ak SR W A A A R T
Y A Fa s 1Y KU o o B A S, X R TR B T
W 45 2 4= S s v BG4 B S, B3 A A
BRI 2 B TR A B B 2 R B B B 1 A B
JH L R 0 HE 3R W R, DT 8 56 2 SR B AR A
2.3 FilZFRLE

R TR R T2 T R B A B ) RN A R AT
55 B9 FBIRE F1 , AR SCBETE T 5 B B I 2R HE 22 - KR AR
F W I RN e D RE AR (few-shot) T . i1
B BB T N 45 5 R T I R bR TR Y I B
Ll 5 [ A A R — Token T AT 45 i 44 67 Y
T GRBE ML (5 5 7 4 3T [ 4% A e (7% 30 JH AR A R
TN o SRR B BB ) R Y S S 4 5 L3 s St Ak
Fo3 J2 A S W o 4580 ) 45 43l R iE e B R
WE 2T 5 . BB BEU IRV , B R A5 0 A 4%
Hi i ey s T R O S #  [F aEFR
K,
2.3.1 BEYFFIYIZ: T— Token Tl

PRSI N 4% o 252 7 A U R b T B L (R A A 22
U e iR N s WA R 6 oS 7 SEA L s <
PR , ) FH X 26 =5 5 19 oA 3 U & AT P, X T
PR 2 S M Z AR R R R B LT E . ASCRHA
WiE B9 TR — Token TN ™ A4 H A 26 BRI FH I 26
FRyEECE o Fh T IO 4 38 15 A i 0 Y, B2 Pl
L LR NN (82 = | IS s S 5 Wl N L
Jii 8 Token Rt % fili A5 71 4 57 i 20 (%) s [0 4 3t A 4%
PR , 3k — A s v )RR P o i AR (A
TR ST 90 45 47 Ry () 45— BR AR, AT AE R W4T 55 1o
R ST S BOR R . /RS T e s I
YRR, Ho Traffic2Token A5 B | PR 5L 2 5 AL A
Fis b L AR B ) T AR B — > T 9 8 A 3 1t 0 28
FERHAAY

45 € — VI Token [F51 X = {x],xz,m,xr},ﬁﬂﬁ
FEMEMERERXTH S LT XX, =
(%025, -, ) 5 KA L SE Tokenx, B S5 PE AR . B
R, 8T R SO X, Traffie-MoE B L )2 45+
I 4% %ok HG AT AR, A I — 2 e A IR A 1 i ) =
{BE D, - mB ) BE R AT R AT L e
R SO BB S D) e RY, 3 b B LR B3R
23 8] LFRAS T — > Token 1) 7 0 A8 3540 AT
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po(x)X_,) =Softmax (") - W) (15) ARSI 45 84 Token 27 i FH ¥ Bt AL B A, 13

A, W,y € RV — A B0 S B T4 BO0IR
A5 WU BRI Logits. R T EALBE R S 500, A SOR
JH BT BRI 2R bR Lo X TR, 25 2
PR P I AT 1 28 Token S 545K -
1 &<
LNPz_ﬁzZInga(xsb)lxx)) (16)

H, BRI P& )y 9 5 . &5, |
T MoE 1A &A™ Token S TE — /N 43 & 5, A L 3 4
194 S A T B0 2R ) DG B BEOK . AR ST T AT 8
YIHGEI L, K BI5 135 eh i 35T, O E B S A U i AT
1L 454k (expert specialization ) o L, T 2k By Bt
1S H R
‘Cpretrain

Hor A T T A0 430 24 A7 OF 00 A r i R L Rk
WA AR BRI RRAE > 75 F 5 1Y | DRSO At
Foon , IRl BN 5 H 2R A T G . LI, T
I ZhE 1 19 B RE i 42 38 09 3t i A 2, SCRE) A0 il
PR A U AR 25 0, O LA AR A R 55 43 2K
FIN 3 A 43 BT AE BT AT g5 AR A T IR ST
it o
2.3.2 LEHERERESE

R A 2RAT 55, A B U R 5503
2R T A N T Ml A 2 A Sl RS 0l o A o
ANV B T) 8, Sy R R A A 3 S Bl A7 R
13 5%, AR SO T — Bl g DA AR 2] Bt i
R o T R B T I ] R R AR B R R
R R A AR R DAL DT FE A BR R R S B AR Y
PERE

W 255 2 Tl 1Y) A7 252 I JR) 22 S A K, 38044 &R ¢ (Do-
main Name System, DNS) 5 if] 1] 8 76 JL 2= #0458 i,
AR A3 5 VPN B I8 Al RERR 2280 T or i . X2 =
SR R MR KR A, JF B R SR A
Bl AR, b TP IS, AR SCRHA]
TR )R T R 2 T U 0 2 A T
PR TS R TN =< o/ T B F Q[T R SO
W 7 A ) 1 i BCHE AR R R TR E R B R AR B
el R Y BB % i 412 ) 5K 4 0% 15 1R Bl 2, 48] dn JE B
5 AR 25 PRI TR] B8 R 28 4 A% i, 173X 26 2l 25 7 0 FH 56 2
SV U 7 N A 2 Wl B o 3P G 0 5 vk e KRR
JE AT M B A 2 T RS X AR D REAR I s
T RAE R

XF T S I, AR SORE e 2 T 9 2% J2 di i Y
Token KR R G NG — BTG o A SR T 5
AN 45 5K Token 7R (1 41 [PD J 5L [END |) , [H Jy X 26
Token &% A A] it 23 Z W& 23 1h th I 45 A 18 3L AH I,

=Lop+ g £ (17)

aux aux

FET 22N ( Multi-Layer Perceptron, MLP) f¥)
ISk TR 2R IR

pg( y|X) = Softmax

14,
MLP(TZh(, >)) (18)

X T4 5 B Ui Token J7 91 {XVE_ | Ko Hibp 2
(s 40 B /INHIE B B0, W 400 20 pR B8 S 35 58 S

B
‘CTC:_%;logpa(yblx(h)) (19)

R T AR K AR R A 1 7 A A R R O o R
TR MoE & 545 3 78 4 T , A SCOR B T MoK 171 %%
BIBEHR L, IS ZIR0JE B B 0 44 B A R 4R

L"ﬁnctunc:LTC-i_iauxlﬁaux (20)

i 1 e /MU 2R G K Traffic-MoE B 8 i |
S5 3 8] 2 > 21 (%) 38 I 0 60 RO A TR iR
AT 55, 7] B v 280OR) FH 58 R 1) Mok B2 44 | #2248
BERLAE R T L 25 T i o it E .

55 ook AR v T 2 R A T R R K
MM o R, A SCR T — 5 Traffic-MoE 3
T W J2 2 45 4 A DT D 1 2 )2 27 2 5 08 (Layer-wise
Learning Rate Decay , LLRD ) %R & . HAK M 5 , 25 5
JH 71 G RN 58 A 45 A B 1Y) 93 U2 SR FH /N Y
2 ) AT AR SF T T, R )2 A4y 2 Sk e A AR
1 27 2] 28 DUTE PR b 3l B R AR S5 i L. X T HA
L2 H IR 2] R, =T WL 1R 2%

Wz:fLil'ﬂo (21)
Hor, e< 1 A+ XAl SRR ms A 2R R T
YNGRV 18] > 15 0 38 H 3t o 03 () B B 3% )23 1) TR 8%
RO P 38 N T AT 55 TR ORI A REDE

4 AR Y R R GOE SO ik R e T K OE
WAL F0 53 JZ AL ZEHLE , Traffic-MoE 78 288 52 B (1) i
YRS T AR S Rz ke
R FR AR AR A B, 1208 Y Al B A 255 b oG 1o BT 118) 45 4
TS W7 755 A28 1 Ja W P 5% ] B B T 011 25 30 1) 2 > 1)
Bz i AR
3 X

R 4 T PEAL Traffic-MoE 78 5 44 I 4 PR 58 T 1Y I
A ERR 52 MR ), AR SO T 205 A B A
T —ERGMITAL A
3.1 HRESTHETEES
3.1.1 Fill&iERE

R AR S A S ) D) 28 B 5 b 2 ) i T 5B Y
R, AR CRA T CICI0T2023' ) CICToMT2024 |
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USTC-TFC2016'*’ . ISCXVPN2016 "' Fl UNSW-NB15""’
FABUSEA TG A T — ML 200 71 5K b5
Wi I ZhigoBHEE . W3R 1| s I8 BHEE
a5 Y0 LB 7 0 8K X (Internet of Medical Things,
ToMT) | I 48 A A A DA R 3% 8 3R A 53 Bt 45 22 1> S 35

B 9 &, ¥ & TCP ., UDP . HTTP . HTTPS . MQTT , DNS
FTP 25 32 30 W 28 BRI 3k ol 55 1l 5 355 W 8 1) 50 90 2
&, B 1EIR B Traffic-MoE 27 > ) £& it & v 38 1 A4 B
Fe QR 5 N TE B S, 12 B X R 8 BHE 4R R AE Y
M

R1 MKENESSHEIES

Table 1  Datasets in the pre—training corpus

KAk ATk B | R 2R B 1371308
USTC-TFC2016 A b 20 203.2 % 10° FTP, SMB, HTTP, HTTPS, SMTP, DNS, MySQL, BitTorrent, etc
UNSW-NB15 EEYN 2l 10 828.3 x 10° HTTP, ICMP, FTP, SSH, DNS, SMTP, etc
CICIoT2023 loT %4> 34 892.5 % 10° MQTT, HTTP, HTTPS, ICMP, DNS, SSH, ARP, etc
CICIoMT2024 ToMT % 4= 19 439.4 x 10° Wi-Fi, MQTT, HTTP, HTTPS, DNS, SSH, etc
ISCXVPN2016 T R ) 14 160.2 x 10° OpenVPN, HTTPS, SFTP, FTPS, SMTPS, POP3S, BitTorrent, etc

3.1.2 MAHEESHSEES

FE R [y BE AR Sk FH DO AN BOHE 4R L T T
ANAEA RN T IAT 55, B 78 AT A D
TR R 55 U HE A R A A2 B R G VA A
RITER R 5 T A 20k

(D ToT 375 T AL A6« 2T CICI0T2023' % 4
PR AL T i 105 4 B 52 10T 3 4 41
W) 52 4 W 45 I 55, TR 3 0 40 R 55 S0k L B ) R
(brute force) . Web I il Fll Mirai {5 ' W 2% 25 7 K24t
33FNYIRL R i A7 R o BUAT 55 B AE VAl AR 7R A I
T 5 RO 22 AR A T e AORS R S R
MHE T .

(2)ToMT 3355 F B2 i 4G - 3 F CICToMT2024
AR BIR AR A 5 40 5 FUL B =
ISP A I &, 78 35 Wi-Fi MQTT 28 Z Rl
M) 18 Fh ey o 25 HE B BT PR BT Y 5 SR | AT
55 B 5 7 SRR RN AR R S 3 T AU P X A P L U TR
S it AL i ARG I i o

(3) VPN/NonVPN 37 5t F W IR %5 43 25 . & F
ISCXVPN2016 " 4k M . T VPNFEARGIAT
2 2N % G B A S RO TR A BT RRAE
AT 55 W PR . AR SCH EE T “dE VPN 35 IR 45
T 5 RA R (VPN 5 NonVPN) fIZ 55 50 267 4~
TATSS , B 78 56 b A R A 1t %o P SR V8 5 5 4 14t
B, B 75 A 250 X 4% i e v B A B 46 IR 45 3 o

(4) Tor/NonTor 37 5t T I IR 55 43 25 . 3 F 1SCX-
Tor2016" K 4 42 Mg . % 80U 45 40 & 2 VR A% h
(The onion router, Tor) & A = J8 & &4 L 1 i & , &K X
W H A 4> R “Tor Wi it ” 5 “NonTor I 1t " T4, 4%
Sk e ) 8 A N AR 55 AT 4y 2. AT 55 B AR
5 R TR A ity B 44 S T, S W AE 5 N T 2
e SR P e

3.2 XWEE
3.2.1 EMEFESHIEE

A SR B R L T PyTorch 2.2 HEZR 523 . T
S Y5 7F e 4% Intel Xeon Gold 5218R CPU (32 4% ) il
NVIDIA A100 GPU (40 GB VRAM) [ /& P RE 2 BE I 4
7,354 3554 Ubuntu 22.04 LTS Fl CUDA 11.7,

TERCE Ak R B, AR SCH e {8 ] SplitCap T H
JF Ui PCAP SCAF 4380k S 2506 it o R i /2D 52 1 ik
P AR SO B T 3 B0 A B L R Dy kB
FEAR TC I R R 08 15 8 o (RN TR A B8 7 ke 1
T A, AR SCAR BRI AT 230 I LA ke S i — A5 in R kR
AR A n) L, W AR AR R RE A 72 r I 2 o RS, AR S
K H Traffic2Token J5 ¥ % 23 1 Uit % 4 1 Token J7 51 3
AN o ELART T AR SO AN BdiE A $2 6 S GRRAE
FIHT 40 595 B A7 83 mg , 5 B A~ 235 BB HT 10
AEEAL , DL A R ACR M A DU e . 3
T SN A5 2 IR 2 K/ K 65 541

FE I it B b, AR SCR ) AdamW 4R 250, OF:
J& H Flash Attentionm:m%l] 4k Transformer 45 ¥4 (1% 31
B batch size BN 32, 1E I 2B BL , 2 2 3K
BE N 3.0x 107, B3I 25 8 4~ Epochs . $5 2% pR L 25
G T T — Token T AT: 55 451 2% F1 MoE 171 25 1) fiiy 4 B
WA, BUE R B, BN 0.02. FERIE B B, B 4
P 8: 1 1R EL BRI 4 Al 2 (IREAE 5K, [H
Bf, AR SCR I LLRD 56 W DLAR B8 B0 2 0030, i 8 2
H] FE PR €= 0.9, W IR 2% 2 Ky =5.0x 107, KB 1k
LA, ARSI T BT R E S W R AR
2= ( early stopping)m‘ﬁi‘u SR Epochs A0, LSR5 A
Epoch £ RETCHE T, WI4R i 2 1k 111 25 .
3.2.2 EfHIERR

M ) 4% i e RO A B R A A 5 28 R
P bR T I T B 2R TG VA R S e A A P BB
I, A S 3%k B2 WKS B % ( Macro-Precision, M-PR) %%
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WL 7 [\ & (Macro-Recall, M-RC) Fl % W F1 4 %%
(Macro-F1 score, M-F1)E A #%.0 PEAG 48 45 . 7% W 45
P8 o 2 S AR A 2R AR B IS PR RS 415 21, fe
i - 55 M Al AR AE DB S 2R E SRR,
SR N A AT S T A Gl e

X FREAS 25 8 W 201 ¢ 5] 8%k C iz 2 5] 4%
FERIFE bR LR

.y TP, TP,
Precision, = TP+ P, Recall = TP+ FN, (22)
Fl <2 Precision, x Recall, (23)

c

" Precision, + Recall,

oo, TP, FP, (FN 205l fQR I e ) FCBATE A R
AR BT 2 B2 % - Y 4R pod o T 03
It LA M-F1 73 B0 S SR KA -

C
Macro — Metric = % ; Metric, (24)

3.2.3 XftkAE

S X} Traffic-MoE 14 G& #5175 1 19 %€ 457 5 PFAl
A SCHEIBCT 3 M A i A L T I k- ol 3 =AY i
W B ET-BERT ™ | NetGPT" "' #il TrafficFormer' "™
SR L RS A T 5 E T I 250K W 1 A AT AR
LI GIAT 2 Bl HLES 2% > U5 ¥ AppScanner' ! | Flow-
Print* Fl 1 Fh IR BE 2 > 715 FS-Net "' B 5 Lk . Wit
UESE B -1, T A B A 34 B T Oy TR &
B, T2 T5 12 0 — i FH A SOk 1) T )11 2 R AR
P, IR GO I R FH AR ] 1 A5 S s L 4 e I 2Rl
B MIHLAS 27 2] BOR E 27 2] J5 vk W 58— {ff T A SO 2
) Bl 9 2

(1)ET-BERT. 3T BERT ¥ i1 A9 hin 4% i 4t 40 2
I, 5 AR 58 & B Y (masked burst model ) 5 [A] I
28 % Ty (same-origin burst prediction ) WK TR AT
55, DN B A bR T ki A5 v 2 ) R SUIRI G &R

(2)NetGPT ., B B il 25 Transformer 1
PSS RV B N = W e AN 1 A S E A I
G — 1 i dm PR 5 AR AT 55, 38 3 Prompt f U 3G B AS
[6] 1Y T AT 55 o

(3) Trafficformer, 7F ET-BERT %l _F 5 i« 7] U5 -
[A] ] - ] 37 7 (same origin-direction-flow ) 22 43 2% 7 il 1T:
55, LASEAT RO AR B 09 B8 6007 1] S5 005G 2R o

(4) AppScanner, — 28 LAY UL 1 H5 SO O 12
3 o 2 HUMN %% I ) RO R B | B 3K [ ] S5
THERAE VIR HLARAR 73 2585 , 0 JC e A A7 110 2 2887

(5) FlowPrint, — Fift 2 i B ) 37 & 73 28 07 %, il
BT I 0 a4 o M (temporal correlations ) ,
38 35 U e 0 S N AR A AR I U

(6)FS-Net, & i i J7 91 Gl A 15 11 11 i 3] o T8

J&E 2% 5] BRRG A o 1 2 - fE T 28 45 4 TP 5] A Bi-GRU,
L MR B A K B e 371 o 2 ) i i B 4 2R AR

R T AE G — BB LU N S X A5 AR R )
TERE J7 , BE G B0 T RE 5 15 00 52 ), A SO 52 56 13 B
PEATRREAL , B I BRI SO (8 FH B4 45 2 B a0 14 o 5
W, 78 AH R A B4 54 46 0 X i g A AL E A T 0
3.3 5Xx#tAENLE

AT AT Traffic-MoE 75 75 4> 40 0 B i & 43
FAT 55 LT RE R I, IF 15 £ Fh S 2R A AR 4 7 1 %
W, TEANES AN 3 2 R o AR |, Traffic-MoE 7¢
FITAT VEAR AT 55 v 25 J B s b 3 A 0 A vk | 7 e LBk A5
PR 50T, H M-F1 43 B0 38 T Uk AR 56 28 4 A i
BTV 12.38% , AT B 57 1 387 A0 1 i 3 e

A o A ) X EAS R T X, T 25 5 s 114 4 4
B B, LRBE s RIS kS
o Y VR B 2 > MU A 2 04T 55 1 I 1 e o V5 I T
SR TN St X A AR R 3 b M B 22 HE A AR
AR H AT AR ERREZ R B A KENELT,
BN A S M U AR B V2 AR BE T IR IR 3k
TG Y B0 91 W7 A2 2% B I DSCHR 25 i 463 i R ) 58
X, M2 T, Traffic-MoE &8 75 AR R AR TR
R A BB I, B ) 2 A5 01 P 1R R0 2% PR L
I R O R AT S5 R A T B R R RR IR R Ak
e R b ARG T A 2R X AR AT 55 b TR B AR

TE 15 FE IR Y6 1Y Tor JIN %5 37 52 W, Traffic-MoE 38 B
WL R E L 7R T ISCXTor2016 %4 48 Y w5 4>
FAE 55w, Traffic-MoE ) M-F1 435243 51 % % 0.890 0
F10.807 2, FH 3¢ F d5c 5 BE 26 20 il 42 T T 9.42% F
11.28% . {HA31 & /&, ET-BERT | TrafficFormer 25 ¥
A1 5 5 2 AR AE Tor NS T 4 4 28 4F 55 b 33
TR PR RE R . X AR BB R B AT BT Tor
WA 22 J2 00 2 R /I B T 3B FE ML (fixed-size
cell padding) , 3 26 AL ] o 5 40 60 K B e T — BOF 5
AT B WM | R 4E T X B A I & Token
AT — AR % E R . Traffic-MoE N 3 2
Fii 5, MoE 4244 5 il 1 3% — Pk ik, He o 25 1% d AL 7o
VFREE & R 0 TR 80T M8 85 BIE M s |, A
T 5 A A6 7 A o B 24 1 280 SR AT R AR R e 0 501 g

1E ISCXVPN2016 045 4 I, Traffic-MoE [A] #£ {3 35
SRS R R AEAE VPN I 9 T4 45 1, Traffic-
MoE H 4 T e A 4E B0l 2k Jy vk B $2 FHE i 16% 5 B &
JE R H AR i I 25 A5 R NetGPT , HoAE M-F1 43 %1 |
WA T 7.35% W K . EEE IR AR
4L % B, AppScanner 55 1% 48 J7 % i T VPN %
T 35 1 2% 1 Sk 3 4 1 7 ME LLAT RL AR, {2 Traffic-
MoE 1} 4K 7E ¥ i 25 F1 M-F1 43 %% - 49 5 v )0 A6 %0
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Table 2 Performance comparison with state-of-the-art methods across six traffic classification tasks
. ISCXTor2016(NonTor) ISCXTor2016(Tor) ISCXVPN2016(NonVPN)

e e | e | e [ manan | ek | | A [ o | e | e | ama | e
HLames ) AppScanner | 0.9468 | 0.8587 | 0.6934 | 0.7436 | 0.8690 | 0.7921 | 0.7054 | 0.7254 | 0.5794 | 0.6756 | 0.6782 | 0.6588
FlowPrint 0.9213 | 0.7408 | 0.7245 | 0.7138 | 0.4127 | 0.1907 | 0.2595 | 0.1738 | 0.5459 | 0.6283 | 0.5620 | 0.5617

RIE2:>) FS-Net 0.9406 | 0.7841 | 0.6518 | 0.6972 | 0.6679 | 0.2008 | 0.2527 | 0.2161 | 0.5093 | 0.4952 | 0.5021 | 0.4971
ET-BERT 0.9653 | 0.8322 | 0.7706 | 0.7960 | 0.7932 | 0.4093 | 0.4677 | 0.4303 | 0.5502 | 0.6670 | 0.6852 | 0.6755

S NetGPT 0.9655 | 0.8479 | 0.7911 | 0.8134 | 0.8506 | 0.7342 | 0.6805 | 0.6583 | 0.6618 | 0.7405 | 0.7511 | 0.7457
TrafficFormer | 0.9554 | 0.7663 | 0.7596 | 0.7418 | 0.7975 | 0.6083 | 0.5984 | 0.5428 | 0.6045 | 0.6831 | 0.6970 | 0.6842
Traffic-MoE 0.9827 | 0.9222 | 0.8707 | 0.8900 | 0.9089 | 0.8942 | 0.7879 | 0.8072 | 0.7613 | 0.7866 | 0.8158 | 0.8005

- ISCXVPN2016(Mixed) CICIoMT2024 CICIoT2023

HILTE W | R | AR | PSR | S | RO | AR | PR | R | R | AR | B
Bl AppScanner | 0.6249 | 0.7414 | 0.7355 | 0.7248 | 0.6929 | 0.7473 | 0.6783 | 0.6397 | 0.5266 | 0.5535 | 0.4471 | 0.4619
FlowPrint 0.5659 | 0.6033 | 0.6431 | 0.5952 | 0.0132 | 0.0373 | 0.1364 | 0.0501 | 0.4578 | 0.3166 | 0.2048 | 0.1989

W2 FS-Net 0.5357 | 0.4617 | 0.4681 | 0.4631 | 0.5788 | 0.5319 | 0.5050 | 0.4533 | 0.4903 | 0.5265 | 0.4046 | 0.4094
ET-BERT 0.6106 | 0.7503 | 0.7549 | 0.7521 | 0.9769 | 0.5620 | 0.5271 | 0.5255 | 0.7455 | 0.5416 | 0.5172 | 0.5217

Hls NetGPT 0.6973 | 0.8003 | 0.8072 | 0.8034 | 0.8958 | 0.8326 | 0.8335 | 0.8300 | 0.7684 | 0.7756 | 0.6709 | 0.6962
TrafficFormer | 0.6373 | 0.7689 | 0.7285 | 0.7422 | 0.8912 | 0.7572 | 0.7835 | 0.7530 | 0.7636 | 0.7172 | 0.6411 | 0.6594
Traffic-MoE | 0.7679 | 0.8306 | 0.8377 | 0.8332 | 0.9769 | 0.8849 | 0.8860 | 0.8839 | 0.8588 | 0.8007 | 0.7701 | 0.7824
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DL e K 1) S 4007 (Rl i, %5 42 R AR A 25 5 1 st 4
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b5 X 18] (5%~100% ) Y 0 LAR R e e i ERE . A T1E
T AR SC T $ AR BT A 8% i /D RE AR S5 R B i B
GRS, Bz T AR SR AN s T I SR E .
TE CICToMT2024 5ia 4 T B AT 45 b (& 7)
TN A R AR it — 2™ . 5 RS 2BANTR],
5 I o 8 WAL A B 5 B S R RS . FlowPrint A 1Y)
JE R BORN FS-Net 1)V BE ™ T 1, 3iF B J6 6 56 AR 1Y

Traffic-MoE FEAE TN 2R 0 Bt I 15/ I F SCHEfR BE 77,
I T 5w A PR | 7E 5% b i B0
TAHARYEFF T 0.742 0 19 M-F1 4355, & B0 1T 7857 /M 1t
i R I 55 v i T T
3.6 HELOHT

Sy A R TR A% S i A A o 3 2 RE 10 TR L B IE
BRI A B AR SCHE TR 3L RN SE IR A5 R 7
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Table 3 Ablation study across diverse traffic scenarios

BRI ISCXTor2016(NonTor) ISCXTor2016(Tor) ISCXVPN2016(NonVPN)
MERRAS | R | ARR | FIO8C| HERR | RSEIR | BEER | R8O | R | ORER | BRI | PR
Traffic-MoE(Ours) 0.9827 | 0.9222 | 0.8707 | 0.8900 | 0.9089 | 0.8942 | 0.7879 | 0.8072 | 0.7613 | 0.7866 | 0.8158 | 0.8005
MoE—Dense 0.9831 | 0.9229 | 0.8655 | 0.8904 | 0.9038 | 0.8656 | 0.7638 | 0.7767 | 0.7178 | 0.7570 | 0.7900 | 0.7713
w/o PT 0.9643 | 0.7753 | 0.7271 | 0.7481 | 0.8304 | 0.7071 | 0.6392 | 0.6311 | 0.6062 | 0.6327 | 0.6095 | 0.6153
(MoE—Dense) w/o PT | 0.9674 | 0.8064 | 0.8054 | 0.7938 | 0.8506 | 0.7056 | 0.6541 | 0.6564 | 0.6074 | 0.6334 | 0.6533 | 0.6389
w/o Aux Loss 0.9800 | 0.8786 | 0.8658 | 0.8718 | 0.8962 | 0.8734 | 0.7683 | 0.7913 | 0.7370 | 0.7900 | 0.7990 | 0.7929
w/ Header Only 0.9750 | 0.8776 | 0.7983 | 0.8290 | 0.8759 | 0.7721 | 0.6385 | 0.6492 | 0.7308 | 0.7665 | 0.7846 | 0.7715
w/ Payload Only 0.9517 | 0.8935 | 0.7509 | 0.8055 | 0.8127 | 0.7597 | 0.7106 | 0.6996 | 0.4967 | 0.6436 | 0.4450 | 0.4472

R ISCXVPN2016(Mixed) CICIoMT2024 CICloT2023

WERRR | ORERR | AR | LR R | ORISR | AR | PR | HERRR | RTRRR | AR | R0
Traffic-MoE(Ours) 0.7679 | 0.8306 | 0.8377 | 0.8332 | 0.9769 | 0.8849 | 0.8860 | 0.8839 | 0.8588 | 0.8007 | 0.7701 | 0.7824
MoE—Dense 0.7600 | 0.8101 | 0.8302 | 0.8193 | 0.9790 | 0.8957 | 0.8947 | 0.8946 | 0.8594 | 0.8090 | 0.7765 | 0.7894
wlo PT 0.6255 | 0.6883 | 0.6865 | 0.6854 | 0.9685 | 0.8110 | 0.8236 | 0.8154 | 0.7833 | 0.6757 | 0.6584 | 0.6640
(MoE—Dense) w/o PT | 0.6111 | 0.6958 | 0.6680 | 0.6770 | 0.9728 | 0.8350 | 0.8346 | 0.8294 | 0.7867 | 0.7054 | 0.6586 | 0.6741
w/o Aux Loss 0.7353 | 0.8064 | 0.8205 | 0.8107 | 0.9767 | 0.8674 | 0.8725 | 0.8692 | 0.8575 | 0.8116 | 0.7630 | 0.7819
w/ Header Only 0.7425 | 0.8050 | 0.8150 | 0.8089 | 0.9263 | 0.8444 | 0.8539 | 0.8481 | 0.8395 | 0.7679 | 0.7211 | 0.7358
w/ Payload Only 0.5199 | 0.7147 | 0.5382 | 0.5648 | 0.4879 | 0.4603 | 0.4459 | 0.4210 | 0.3965 | 0.5782 | 0.3314 | 0.3710
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Figure 8 Impact of the MoE architecture on inference efficiency
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Figure 9  Expert activation patterns across layers during the pre-training phase
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Figure 10 Expert activation patterns across layers during the fine-tuning phase
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WA /N, FEAUE B T Y B AR k=2
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Me . 2% 4 B 98 B %, w/{Topl} 7E ISCXVPN2016
(Mixed ) 25 5 28 375 5 v (1 2 B 08 45 T w/ { Top2 |, 3iE
ST R AT

DT hk>2Z LRz, MEFERNEE KR
(k=4,6) , BAS 5 R0 25 8 K/ 3 SO A 37
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Table 4 Impact of the Top-k parameter on model performance

R . ISCXTor2016(NonTor) ISCXTor2016(Tor) ISCXVPN2016(NonVPN)
Fraffic-ot e | Frohe | A | FIAVR | WA | R | A | P | e | R | A | A
w/ {Topl} 0.9812 | 0.8906 | 0.8383 | 0.8597 | 0.8987 | 0.8700 | 0.7785 | 0.7958 | 0.7483 | 0.7722 | 0.7850 | 0.7771
w/ {Top2} 0.9827 | 09222 | 0.8707 | 0.8900 | 0.9089 | 0.8942 | 0.7879 | 0.8072 | 0.7613 | 0.7866 | 0.8158 | 0.8005
w/ {Top3} 0.9818 | 0.9142 | 0.8516 | 0.8782 | 0.8734 | 0.7886 | 0.7226 | 0.7138 | 0.7166 | 0.7422 | 0.7742 | 0.7569
w/ {Top4} 0.9814 | 0.8798 | 0.8652 | 0.8714 | 0.9038 | 0.8626 | 0.7815 | 0.7948 | 0.7111 | 0.7608 | 0.7446 | 0.7483
w/ {Top6} 0.9837 | 0.9056 | 0.8691 | 0.8845 | 0.8886 | 0.8395 | 0.7637 | 0.7729 | 0.6885 | 0.7280 | 0.7624 | 0.7418
Traffie-MoE ISCXVPN2016(Mixed) CICIoMT2024 CICIoT2023
MW | RO | A | PLAMEL | U | R | G | P | TR | R | A | P
w/ {Top1} 0.7421 | 0.8198 | 0.8210 | 0.8177 | 0.9773 | 0.8796 | 0.8848 | 0.8812 | 0.8555 | 0.7876 | 0.7632 | 0.7735
w/ {Top2} 0.7679 | 0.8306 | 0.8377 | 0.8332 | 0.9769 | 0.8849 | 0.8860 | 0.8839 | 0.8588 | 0.8007 | 0.7701 | 0.7824
w/ {Top3} 0.7322 | 0.8090 | 0.7993 | 0.8001 | 0.9780 | 0.8719 | 0.8766 | 0.8727 | 0.8537 | 0.7918 | 0.7652 | 0.7760
w/ {Top4} 0.7338 | 0.8276 | 0.8106 | 0.8185 | 0.9777 | 0.8809 | 0.8887 | 0.8846 | 0.8527 | 0.7988 | 0.7633 | 0.7780
w/ {Top6} 0.7562 | 0.8220 | 0.8191 | 0.8184 | 0.9768 | 0.8695 | 0.8771 | 0.8710 | 0.8514 | 0.7841 | 0.7680 | 0.7731
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